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Abstract:

The automatic lapse of EU legislation in December 2023 initiated development of a new Data
Protection and Digital Information Bill designed to replace the 2018 EU General Data
Protection Regulation (GDPR). While the stated aim of the new bill is to update and simplify
current data protection provisions and remove unnecessary burdens of compliance for UK
organizations, critics contend it weakens the current law in several major ways. Notably it
widens the range and purposes of personal data processing that can legitimately be
undertaken by parties and other actors in the ‘public interest’. We examine these arguments,
focusing particularly on two inter-related questions. First, to what extent does the new bill
weaken GDPR, particularly within the electoral context? Second, if GDPR is being diluted,
what is motivating these changes? We theorize five core ‘drivers’ that lie behind the recent
changes to GDPR - strategic electoral gain, partisan or ideological principle and cultural
norms. Using a range of primary and secondary elite and public opinion data sources we
critically assess these arguments. Specifically we draw on EU and UK parliamentary debates,
party manifestos and politicians’ statements from press reports since the passage of the 1988
UK Data Protection Act, and original public opinion data measuring UK voter preferences for
the regulation of personal data use in campaigns. We use our findings to draw conclusions as
to which of the three explanations is most credible in accounting for the recent regulatory
changes and what this means for voter privacy in both the immediate and longer-term electoral
context.



Introduction

Data protection in the UK can be characterised by a sense of reluctance to legislate, part of a
wider tradition of prescriptive laws. The UK has been an ‘unwilling entry’ into the field of data
protection, with its first Data Protection Act released in 1984, ‘relatively late’ in contrast to other
equally technologically developed countries that introduced laws in the 1970s (Hert and
Papakonstantinou, 2017: 355). The UK’s mentality toward data protection has been
characterised by Sieghart in 1976 in terms of ensuring that the ‘right’ people use the ‘right’
data for the ‘right’ purposes (quoted by Bennett, 2006: 33). Privacy protection was therefore
framed as a form of risk management to avoid harm which contrasted to continental European
views that treated privacy as an individual human right (Bamberger and Mulligan, 2015). While
the UK’s data protection legislation has developed over the years, some have suggested that
this was to comply at a minimum level with ‘European requirements’ (Hert and
Papakonstantinou, 2017). The UK’s attitude has therefore been characterised by reluctance
to legislate, as well as some divergence from how continental European countries approach
aspects of data protection including privacy.

As an EU member state, the UK had to comply with the European Union’s (EU) data protection
laws. However, on 23 June 2016, British citizens voted in a referendum in favour of leaving
the EU (The Electoral Commission, 2016). In response, the Information Commissioner’s Office
(ICO), the UK’s data protection authority, issued a statement clarifying that:

If the UK is not part of the EU, then upcoming EU reforms to data
protection law would not apply directly to the UK. But if the UK wants
to trade with the Single Market on equal terms we would have to prove
“adequacy” - in other words UK data protection standards would have
fo be equivalent to the EU’s General Data Protection Regulation
framework starting in 2018’ (Baines, 2016).

Although the principle of adequacy was at the time accepted as the appropriate policy
response it is notable that the ICO subsequently updated their statement:

‘Over the coming weeks we will be discussing with Government the
implications of the referendum result and its impact on data protection
reform in the UK. [...] Having clear laws with safeguards in place is
more important than ever given the growing digital economy, and we
will be speaking to government to present our view that reform of the
UK law remains necessary’ (ICO, 2016).

Notably, the ICO removed the references to adequacy and equivalence with EU GDPR and
noting instead that they would be discussing with the Government the implications of the result
and its impact on data protection reform. This shift underlines the somewhat ambiguous
stance of successive UK government’s toward data protection policies. Existing research has
highlighted that the UK has exhibited a degree of inertia or even resistance in implementing
strict data protection rules (de Hert and Papakonstantinou, 2017) with much of the motivation
for doing so initially driven by the need to comply with European standards (Waddington,
1984). Despite Britain intending to leave the EU, the UK adopted the EU’s General Data
Protection Regulation (GDPR) in May 2018. Previous research on data protection in the UK



post-Brexit has focused on what Brexit could mean for UK data protection laws (McCullagh,
2023; Wheeler-Ozanne, 2020; O Butler, 2019; Vanberg and Maunick, 2018), data transfers
between the EU and UK after Brexit (Murray, 2017), and the softening of data protection
standards (Konig, 2023). While much of the analysis focuses on what Brexit means for the
UK’s data protection laws, less attention has been given to other motivations for the
amendments to data protection. Brexit thus opens a window for a shift away from compliance
to establish a distinct or UK-specific set of data protection laws.

The introduction of the Data Protection and Digital Information Bill under the Conservative
Government in 2022 appears to mark the first step in that direction and according to most
observers the new rules weaken the provisions of GDPR, making them notably more
favourable for political uses within the campaign context. In this paper we seek to scrutinize
the new bill in two main ways. Firstly we ask what changes does it bring to the prior GDPR
regime, particularly with regard to the impact on political parties' use of voter data and in the
campaigning context. And second, if we do observe change what is driving this? Is it simply a
component part of the ‘taking back control’ agenda of the Conservative government post-
Brexit, or are there a further set of factors - strategic electoral gain or cultural norms motivating
these changes?

The UK and data protection

‘As with many inventions, the United Kingdom (UK) can claim credit for some pioneering
developments in the field of data protection, failing to develop these, and subsequently having
to act in response to external pressures’ (Lloyd, 2020: 34). The United Kingdom (UK) was
regarded as an ‘unwilling entry in the field’ of data protection (de Hert and Papakonstantinou,
2017: 355). While a Data Surveillance Bill was introduced in the House of Commons by
Kenneth Baker MP in 1969, like many private members’ initiatives, it failed to make significant
progress (Lloyd, 2020). The passing of this bill would have made the UK the first country to
adopt a data protection law but instead the development of the UK’s data protection laws was
characterised by a response to external pressures. A number of initiatives followed in the
1970s, including the report of the Committee on Privacy (the Younger Committee) and the
report on Data Protection (the Lindop Committee), with both advocating the enactment of data
protection laws. However, both reports were met with government indifference, and Lloyd
(2020) argues that it ‘took an international initiative to encourage action’ (p.34).

Unlike other countries such as Germany which had started to introduce data protection laws
in the 1970s, It was only in 1984 that the UK produced its first Data Protection Act. Its purpose
was to avoid damage to international trade (Price, 1984), a reasonable concern which had
been brought to the forefront when the Swedish Data Inspection Board in 1975 blocked the
export of personal data to the UK (Warren and Dearnley, 2005). The Minister of State for the
Home Office, Mr David Waddington said that the ratification of the Data Protection Bill was a
way to meet the ‘European standards’ (Waddington, 1984). By 1995, the EU Data Protection
Directive set a minimum requirement that all EU countries must meet but left it open to member
states to develop their own laws within the framework provided. Despite being an unwilling
entry into the field of data protection, the UK took an important role in co-shaping the EU’s
data protection legal framework. The UK was one of the EU countries whose personal data
processing for law enforcement purposes ‘preceded the relevant EU legal texts’ (de Hert and
Papakonstantinou, 2017: 356). However, the UK’s participation in co-shaping the EU data



protection model ‘does not necessarily mean wholehearted support for the notion itself’ (de
Hert and Papakonstantinou, 2017: 356). In the parliamentary debates for the passage of the
1998 Data Protection Act, Conservative MP Sir Brian Mawhinney argued that ‘we did not
believe the directive [95/46] was necessary to make the single market work. We did not vote
for it, but we have it and we are now under obligation to see that it is put into our law’ (HC Deb,
1998: 531). Thus, even prior to the introduction of the EU’s General Data Protection
Regulation (GDPR), there was recognition that the UK needed to meet European standards
and protect trade, but there was some reluctance to support data protection wholeheartedly.

The EU Data Protection Directive 95/46 was replaced with the EU GDPR in May 2018. As the
GDPR had the form of an EU regulation, it was ‘directly applicable in all EU member states’,
including the UK (Moerel and Rigner, 2016: PAGE NUMBER). While the UK had voted to
leave in 2016, the UK was still a member of the EU in 2018, and therefore the UK still had to
implement the EU’'s GDPR. In the aftermath of Brexit, there has been an increasing academic
interest in the impact of Brexit on GDPR and data-protection. In various official publications
and policy documents, the UK government stated that it was fully committed to incorporating
the [EU] GDPR into its data protection laws (Vanberg and Maunick, 2018). The Government
stated that it intends to continue to play a global role in the ‘development and promotion of
appropriate data protection standards and cross-border data flows after the UK leaves the
European Union’ (HM Government, 2017b: 2).

The UK Government’'s Brexit White Paper asserted that they would seek to maintain the
stability of data transfer between EU member states and the UK (HM Government, 2017).
Subsequently, the Queen’s Speech in 2017 stated the aim of the Data Protection Bill was to
ensure that the UK is in the best position to maintain its ability to share data with other EU
member states and internationally after leaving the EU (HM Government, 2017a: 9) As the
GDPR gave flexibility to member states, allowing them to exercise discretion over how certain
provisions would be applied, derogations would be exercised in terms of the age of consent
for children to access information society services, processing criminal conviction and offence
data, automated individual decision-making, freedom of expression in the media and research
(HC Library, 2018). Opposition parties broadly welcomed the Data Protection Bill and after
much debate and revision, it received royal assent on 23 May 2018 (McCullagh, 2019). As
Vanberg and Maunick (2018) highlight ‘it is clear that the Data Protection Bill is intended to
transpose the [EU] GDPR into UK law to ensure a smooth data transfer between the UK and
EU post-Brexit’ (p.194). The election of Boris Johnson as leader of the Conservative Party and
Prime Minister of the UK in July 2019 saw a change in approach, seeing the ‘severing of ties
with the EU as an opportunity to overhaul its data protection legislation’ (Kénig, 2024: 248).
Current data protection law (based on the GDPR) has been seen by the UK as ‘placing too
much emphasis on individual privacy at the expense of wider interests in using personal data
as a valuable resource to develop innovative goods and services’ (Lloyd, 2022: 181).

As the UK is no longer an EU member state (as of January 1 2020), the UK is now subject to
a process conducted by the European Commission as to whether the UK offers an adequate
level of data protection (European Commission, no date). On 28 June 2021, the Commission
(2021) adopted an adequacy decision stating that ‘the UK’s data protection system continues
to be based on the same rules that were applicable when the UK was a member state of the
EU’. Thus, personal data was allowed to continue to freely flow from the European Union to
the UK. The EU Commission’s declaration that the UK offers an adequate level of data



protection was vocally contested, particularly in relation to the UK’s national security law which
has been repeatedly judged by both national and European courts as failing to align with
fundamental rights standards (Celeste, 2019). Given the precarious nature of the EU’s
adequacy decision, one might think that the UK would desist from introducing new regulations
that could threaten its adequacy status vis-a-vis the EU.

However, in September 2021, the UK Government published a consultation document entitled
‘Data: A New Direction’ which outlined the government’s vision to ‘emancipate UK law from
the bureaucratic aspects of EU law, give new economic elan to the UK digital economy and
lay the basis to make the UK a global champion in the tech sector’ (Celeste. E et al. 2023: 3).
This new direction was reflected in the announcement of the appointment of the new
Information Commissioner John Edwards, he will be asked to ‘not just focus on privacy, but to
empower and help organisations and businesses to use data responsibly and drive growth
too’ (DCMS, 2021). The responses received from the UK’s consultation document were used
to inform a new piece of legislation presented on 18th July 2022: the Data Protection and
Digital Information Bill (DPDI).

The DPDI Bill was positioned as part of a series of legislative proposals intended to seize the
benefits of Brexit by creating an ‘ambitious, pro-growth and innovation-friendly data protection
regime’ (McCullagh, 2023: 17). This Bill Konig* (2024) argues stressed the goal of reconciling
data protection with business activities (p.249). The DPDI Bill was paused in September 2022
to ‘allow ministers to consider the legislation further following changes to the UK’s
governmental leadership (Liz Truss replaced Boris Johnson as Prime Minister and leader of
the Conservative Party). It was not until March 2023 that the Data Protection and Digital
Information (No 2) Bill (DPDI Bill No 2) was introduced to Parliament, which took the place of
the DPDI Bill which did not proceed further in Parliament.

Kdnig (2024) argues that the motivations for these policy changes (relating to the first iteration
of the DPDI Bill) relate to the distinctive features of the country’s macroeconomic structure.
While Kénig (2024) also points to party ideology, i.e. the deregulation project of a business
orientated Conservative Party, Konig disputes that party ideology is a factor, as he suggests
that there should have been more party conflict over the government’s proposal. While Kénig’s
paper is useful to understand the reform of data protection laws in the UK, ideology is
dismissed too quickly as a factor driving change. Firstly, data protection is not an issue where
you see a split on ideological groups as it is not a high salient issue, and secondly, where you
would expect to see debates on issues, i.e. in the UK Parliament, Konig does not look at
debates. There are also factors beyond economic drivers that can explain the motivations for
data protection reform. As Celeste et al. (2023) suggest that ‘concepts, principles and
processes that are embedded in the UK data protection sector now risk being unilaterally
changed for political purposes or in the name of revitalising the UK economy after Brexit’
(Celeste, et al, 2023: 4). Therefore, a greater understanding is needed on the motivations for
data protection reform in the UK.

1 Kénig refers to it as the Data Reform Bill



Methods

To analyse whether the DPDI(No2) bill represents a change to the UK’'s data protection
regulations, it conducts a documentary analysis of the written and oral evidence submitted to
the committee stage during the Bill's passing through the House of Commons. This allowed
us to identify the attitudes of experts in the field, with the call for evidence seeking those with
relevant expertise or special interest in the bill (UK Parliament, 2023). After collecting the
written and oral evidence, we conducted am inductive coding process which involves reading
through the evidence and identifying passages that firstly discuss whether the DPDI bill (No
2) represents a change in data protection laws, secondly, whether these changes represent a
weakening of these laws, and thirdly, what any changes mean for political parties’ use of voter
data and in a campaigning context.

After establishing whether the DPDI (No 2) Bill represents a weakening of GDPR, the second
part of the paper focuses on examining what are the drivers of data protection reform.
Therefore, we conducted a documentary analysis of the parliamentary debates, press
releases and speeches associated with the Data Protection and Digital Information Bill. Using
a well-established mode of policy analyses which has examined the threats posed by digital
technology (Tenove, 2020), the regulatory responses to digital technology (Dommett, 2020)
and the relationship between technology and democracy (Barrett et al, 2021), we set out to
examine firstly, whether the DPDI bill represents a change to the UK’s data protection
regulations and secondly, if we observe change, what is driving the changes to data protection
regulations. Our investigation therefore included documents that (a) overtly mentioned the
DPDI bill and (b) focused on the justification for introducing a new bill on data protection. Using
these parameters, we selected all parliamentary debates that were associated with the
progress of the Bill through the Houses of Parliament, Government press releases and
speeches between 2021-2024. We therefore created a corpus that, though not exhaustive,
captures the major outputs related to the DPDI bill (Table 1). Citations for these documents
are available in Appendix A.

Table 1: Documents produced in the UK between 2021-2024.
Document Documents Publishing Year In-text
Type Agency citation
Bill Data Protection and Digital
Information Bill (All stages through
Parliament)
Press Release | EU adopts ‘adequacy’ decisions DCMS 2021 DCMS,
2021
UK Government welcomes the | DCMS 2021 DCMS,
European Commission’s draft data 2021a
adequacy decisions




Secretary of State for the DCMS DCMS 2021 DCMS,
and the Information Commissioner 2021b
sign Memorandum of
Understanding on Data Adequacy
(THIS IS A NEWS STORY)
National Data Strategy Forum | DCMS 2021 | DCMS,
launched to help UK become 2021c
‘the world’s number one data
destination
UK unveils post-Brexit global DCMS 2021 | DCMS,
data plans to boost growth, 2021d
increase trade and improve
healthcare.
UK launches data reform to DCMS 2021 | DCMS,
boost innovation, economic 2021e
growth and protect the public
UK-US joint statement on DCMS 2021 | DCMS,
deepening the data partnership 2021f
Global data experts fire up DCMS 2022 | DCMS,
government’s plans to promote 2022
free flow of data
New digital strategy to make DCMS 2022 | DCMS,
UK a global tech superpower 2022a
New Data laws to boost British | DCMS 2022 | DCMS,
business, protect consumers 2022b
and seize the benefits of Brexit
UK sets out proposals for new | DCMS 2022 | DCMS,
Al rulebook to unleash 2022c
innovation and boost public
trust in the technology
UK and US meet to make DCMS 2022 | DCMS,
positive progress on data and 2022d
tech.
Plan to forge a better Britain DSIT 2023 | DSIT, 2023
through science and
technology unveiled

Speeches DCMS Secretary of State speech | DCMS 2021 DCMS,
at the Summit for Democracy 2021g




Data a new direction DCMS 2021 DCMS,

Policy papers 2021h

and

Consultations | Government response to the | DCMS 2020 | DCMS,
Consultation on the National Data 2020
Strategy

National Data Strategy monitoring | DSIT and DCMS 2021 DCMS,
and evaluation framework 20211

We therefore selected the debates associated with the Bill's passing through Parliament,
thirteen press releases, one speech and three policy papers and consultations. As the purpose
of this research is to understand the drivers of data protection reform, we focus on analysing
attitudes that come from Conservative cabinet members, members of Parliament and
members of the House of Lords, because the Conservative government was the actor driving
reform. Further research would be needed to analyse other parties' understandings of the
Conservative Parties’ motivations for data protection reform.

Having collected our corpus, we conducted a deductive and inductive coding process. Firstly,
a deductive coding process was undertaken by analysing the literature on data protection
reform. This involved looking for research on data protection reform in the UK by searching
for key terms including ‘UK data protection’, ‘data protection reform in the UK’, ‘UK GDPR’. In
doing so we identified economic, ideology, cultural/historical legacy and Brexit as key drivers
of data protection reform. To ensure we collected all the drivers of data protection reform, we
also conducted an inductive coding process. This involved reading each document multiple
times, identifying passages which referred to the initial codes we identified, and pinpointing
any further motivations of data protection reform. We therefore identified a further code,
strategic. However, we first sought to analyse whether the DPDI(No02) bill represents a change
to the UK’s data protection regulations.

Data Protection and Digital Information Bill: a weakening of
GDPR?

As noted above the first iteration of the Data Protection and Digital Information Bill was first
introduced in the summer of 2022 and paused in September 2022 to allow ministers to engage
in a co-design process with business leaders and data experts. The purpose was to ensure:

‘That the new regime built on the UK’s high standards for data protection and privacy, and
seeks to ensure data adequacy while moving away from the “one-size-fits-all” approach of
European Union’s GDPR’ (Department for Science, Innovation and Technology, 2023).

UK GDPR as part of EU retained law is described as ‘onerous’ by the UK government and
that it has cost businesses in terms of profit, (Donelan, 2023), therefore the DPDI (no 2) bill is
designed to ‘release British businesses from unnecessary red tape’ (DSIT, 2023).



Many organisations spoke of the opportunity that reforming data protection rules presents.
TechUK (2023) suggested that ‘following withdrawal from the EU, the UK has the opportunity
to develop a custom data protection regime that works better for our economy and society’,
while the Equality and Human Rights Commission (2023) discussed how the Bill was an
‘opportunity to review the way data collected in the UK is governed’. Others including the
Advertising Association (2023) welcomed the Bill because it clarifies aspects of GDPR and
aims to reduce unnecessary burdens on businesses.

While most organisations support data protection reform, as to whether the DPDI (no 2) bill
changes data protection rules is debated. The extent of the changes usually were framed in
relation to whether the UK would retain data adequacy. For instance, the Information
Commissioner’s Officer, John Edwards stated that ‘all essential features of the UK GDPR or
the rights that citizens of the European Union enjoy are present in the Bill’, and therefore he
did not believe it would put the adequacy decision at risk (HC Deb: 2023 10). In oral evidence,
Eduardo Ustaran, co-head of the Hogan Lovells Privacy and Cybersecurity practice, suggests
that these changes ‘do not affect the essence of data protection, and therefore the adequacy
that is based on that essence would not be affected’ (HC Deb: 2023a: 15). TechUK (2023)
also believes that ‘the core principles which underpin the UK GDPR remain untouched’.

However, others suggested that the Bill makes ‘significant’ (Reset, 2023) changes, introduces
‘new barriers to exercise data protection rights’ (Open Rights Group, 2023) and ‘threatens to
greatly weaken the existing data protection framework’ (Big Brother Watch, 2023). The
understanding that the Bill would weaken data protection rights is repeated by several
organisations. Alex Lawrence-Archer (2023), a solicitor at AWO suggests that some of the
changes ‘quite seriously undermine the protection of individuals’ privacy and data rights’. Big
Brother Watch (2023) also suggests that the Bill is a ‘fundamentally ill-conceived piece of
legislation that threatens to weaken crucial privacy and data protection rights across the UK'.
Judith Radcliffe (2023) a privacy professional argued that the Bill takes away ‘people’s rights
and/or make it harder to get rights actioned’. A similar argument was made by Lucy Purdon
(2023), a senior Tech Policy Fellow at Mozilla Foundation, that the Bill would ‘weaken
protections and increase barriers to people’s enjoyment of and ability to exercise their rights’.
While there is disagreement about whether the Bill represents a weakening of data protection
legislation, the question remains what the impact on political parties' use of voter data and in
the campaigning context is.

This primarily relates to Clause 83 of the Bill: Direct Marketing for the purposes of democratic
engagement. This clause gives the Government power to make regulations to exempt political
parties and others from the rules governing electronic communication in the Privacy and
Electoral Communications Regulations 2003 (PECR), for the purposes of democratic
engagement (ICO, 2023: 18). The Parliamentary Under-Secretary of State for DSIT stated
that:

‘It is essential in a healthy democracy that registered political parties, elected representatives
and permitted participants in referendums can engage freely with the electorate without being
impeded unnecessarily by data protection legislation’ (HL Deb, 2024: 114GC).

From those who gave evidence, there appeared to be strong opposition to the exemption for
direct marketing provision used for the purposes of democratic engagement. Both the Market



Research Society (2023) and the Advertising Association (2023) expressed their opposition
highlighting that there had been issues with political parties not following the current data
protection requirements. The Market Research Society (2023) pointed to work that had been
carried out by the ICO (2018) that had highlighted certain areas where political parties needed
to improve their compliance with data protection law. This was particularly in relation to ‘the
use of personal data from the Electoral Register; when micro-targeting on social media; and
when using software to screen people’s names for likely ethnicity and age’ (ICO, 2018: 4). In
addition to the number of issues with political parties not following the current data protection
requirements, the Market Research Society also raised the potential that this would allow for
poor practice and undermine professions who are engaged in market, social and opinion
research. They give an example of a telephone call which ‘seeks an individual’'s political
opinions and then urges support, invites contact, provides promotional material or uses that
data to identify those people likely to support the political party or campaigner at a future date,
in order to send them marketing material’ (Market Research Society, 2023: 4). Therefore, there
were serious doubts about whether direct marketing should be allowed for democratic
engagement.

Another aspect related to political parties and campaigning is Clause 113 which allows political
parties, charities and other non-commercial organisations that have ‘collected contact details
from people who have expressed an interest in their objectives to send them direct marketing
material without their express consent’ (HL Deb, 2024a: 439GC). Viscount Camrose suggests
that:

‘Support for a political party’s objectives could be demonstrated, for example, through a
person’s attendance at a party conference or other event, or via a donation made to the party’
(HL Deb, 2024a: 439GC).

Camrose therefore believes that it is ‘reasonable’ for the party to be able to reach out to that
person again with direct marketing material. With this discussion in mind, there appears to be
several aspects that the DPDI bill weakens including around online tracking and profiling,
accountability, and oversight and redress.

On the first point, the DPDI bill would expand the avenues to use personal data for political
purposes ‘without the need to obtain the consent of individuals affected, including in the
context of profiling’. The DPDI Bill introduces a new power for the Secretary of State to
designate ‘recognised legitimate interests', namely data uses that are always considered
legitimate. The Open Rights Group also points out that contrary to the existing ‘public task-
democratic engagement’ exemption (processing of personal data can be carried out to perform
activities that support or promote democratic engagement), a legitimate interest does not need
to be enshrined in domestic law and could be relied upon beyond the use of electoral register
data. The definition of ‘democratic engagement’ provided by the Bill is ‘extremely vague’ and
encompasses ‘the person’s or organisation’s democratic engagement activities’ such as
‘assisting with a candidate's campaign for election as an elected representative’ (Open Rights
Group, 2024).

In relation to the second point, the current UK GDPR establishes that political parties have a

duty to ensure and be able to demonstrate that they are using personal data in accordance
with the law. However, the new DPDI Bill will reduce the availability of comprehensive records
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or other documentation concerning data uses, ‘thus reducing transparency and scrutiny over
how political parties use personal data’ (Open Rights Group, 2024). On the last point on
oversight and redress, the current UK GDPR ensures that individuals have access to judicial
and administrative remedies, including the right to lodge a complaint with the ICO, and ensures
the independence of the ICO. The new Bill introduces ‘a new requirement for complainants to
try to resolve their complaint with the organisation who's responsible for the breach before
contacting the ICO’. At the same time, the BIll would allow Ministers to interfere with the
objective and impartial functioning of the ICO, including by issuing instructions to the
Commissioner (Open Rights Group, 2024). Critics of the Bill have therefore warned that the
government is paving the way for UK political parties to “bombard” voters through unsolicited
calls, texts and emails’ (Fisher, 2023). Having identified that there is a strong understanding
that the DPDI (no 2) Bill will change the way political parties’ use voter data, the following
section discusses the drivers of data protection reform.

Findings: Drivers of Data Protection Reform

When analysing our selected documents, we identified five drivers of data protection reform.

Brexit

Cultural/Historical legacy
Economic

Strategic

Ideology

We discuss each in turn, highlighting the drivers of data protection reform within the
documents.

Brexit

Britain’s exit from the European Union appears to be one of the most prominent drivers of data
protection reform. Brexit was presented as an ‘opportunity’ to pursue data protection reform
but also to diverge from EU legislation. The Secretary of State for Science, Innovation and
Technology, Michelle Donelan stressed that the Bill ‘seizes our post-Brexit opportunity to
create a new UK data rights regime tailor-made for our needs’ (HC Deb, 2023b: 20WS). The
notion that Brexit represented an opportunity, was closely tied with the understanding that the
EU’s data protection regime was overly restrictive on the UK. Conservative MP Jane Hunt
indicated that the Bill ‘provides yet another opportunity to ensure that our legal and regulatory
frameworks are tailored to our needs and specifications, now that we are free from the confines
of EU law’ (HC Deb, 2023c: 89). Sir John Wittingdale also emphasised that the Bill took
‘advantage of one of the freedoms that has resulted from our leaving the European Union’ (HC
Deb, 2023d: 78). Data protection reform is therefore framed as impossible without the UK
leaving the EU. ‘Now that we have left the EU, we have the freedom to create a new world-
leading data regime’ (DCMS, 2021e). Brexit was also an opportunity to diverge from the EU
(HL Deb, 2023b: 334GC), and having ‘gained new regulatory freedoms outside the EU, we
can now take bold action’ (DCMS, 2021e). The Bill will ‘help people to take back control of
their data’ (HC Deb, 2023e: 73) and outside of the EU ‘we can ensure people can control their
personal data’ (DCMS, 2022b).
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Cultural/Historical Legacy

Brexit as an important driver of data protection reform is closely linked with the UK’s cultural
and historical legacy. This theme broadly captures the Conservative government’s plan to
‘leverage’ post-Brexit freedoms to ‘cement the UK’s place as a science and technology
superpower’ (DSIT, 2023). The Bill will help to make ‘the UK the most successful data-driven
technology economy in the world’ (HC Deb, 2023f: 80). Data Minister Julia Lopez expressed
that ‘we want the UK to drive forward cutting-edge policies at home and overseas’ (DCMS,
2022). Data protection reform was therefore framed as a way to enhance the UK’s global
reputation after Brexit. ‘The UK will capitalise on its independent status and repatriated powers
to operate a pro-growth and innovation-friendly regime’ (DCMS, 2021h). Brexit allows the UK
to ‘lead the global conversation about how we can best use data as a force for good’ (HC Deb,
2023g: 68). The cultural differences between the UK and the EU’s law-making was also
discussed as an important driver of reform. ‘A criticism of the current legal framework [UK
GDPR] is that many of the existing requirements are so prescriptive that they impose
unnecessary burdens on businesses’ (HC Deb, 2023h: 149). ‘We want our laws to be based
on common sense, not box-ticking’ (DCMS, 2021e). Therefore, focusing on ‘outcomes
encourages organisations to take better ownership of the outcomes’ (HL Deb, 2024c: 199GC).

Economic

In the documents, we found repeated references to the EU’s approach to data protection
impeding UK growth and placing unnecessary burdens on businesses. Therefore, the main
aims of the Bill was to reduce the costs of compliance on businesses and drive growth and
innovation. ‘The current one-size-fits-all, top-down approach to data protection [...] has
impeded the effective use of personal data to drive growth and competition’ (HC Deb, 2023,
871). ‘One of the main aims of the Bill is to remove some of the UK GDPR’s unnecessary
compliance burdens’ (HC Deb, 2023J: 910). While Viscount Camrose suggests that ‘although
the provisions of the original GDPR are extremely important, the burdens of compliance were
not proportionate to the results’ (HL Deb, 2024d: 229GC). Damian Collins MP suggested that
the Bill learns ‘the lessons from GDPR’ and improves it by making ‘it easier for businesses to
work with’ (HC Deb, 2023k: 82). While, MPs and Lords stressed the importance of maintaining
high data protection standards, ‘it must do so in such a way that is not overly burdensome to
businesses and public services, and does not stifle innovation, growth and productivity’ (HC
Deb, 2023c: 89). At the core of the Bill is the pursuit of a ‘business-friendly regime’ (HC Deb,
2023: 71l). While reducing the compliance costs for businesses and promoting innovation
were important aspects of the change to GDPR, these changes were framed as possible only
because of Brexit. ‘Outside of the EU we can ensure people can control their personal data,
while preventing businessesy...] from being held back by a lack of clarity and cumbersome EU
legislation’ (DCMS, 2022b).

Strategic

As a result of the Bill allowing direct marketing for democratic engagement, which would pave
the way for UK political parties to “bombard” voters through unsolicited calls, texts and emails’
(Fisher, 2023), it could be suggested that a key driver of data protection reform was strategic.
Strategic in the sense that this reform would benefit political parties engaging voters. Within
the debates on the Bill, speeches and press releases there was very little mention of the notion
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that the Conservative government were enacting data protection reforms to benefit themselves
in election periods in particular. This was expected in the sense that political parties are
unlikely to admit they are doing something to benefit themselves. In light of the issues raised
throughout the debates about the issues with allowing direct marketing for democratic
engagement, Viscount Camrose stressed that ‘no partisan advantage is intended via these
measures’ (HL Deb, 2024a: 439GC). Despite this, reform of data protection to allow direct
marketing for the purposes of democratic engagement would benefit the Conservative Party
and therefore it is difficult to rule out this as a driving factor of reform.

Ideology

Finally, it could be said that ideology was also an important driver of data protection reform.
The Conservative Party has embraced small government, low tax and state deregulation
(Diamond et al, 2023). Conservative Party European ideological faultline maps onto the
identity and morality divide. Those Conservatives who showed scepticism toward Europe,
wanted to preserve national sovereignty and national identity (Heppell, 2020: 17). As
mentioned earlier, Kbnig (2024) points to party ideology, i.e. the deregulation project of a
business orientated Conservative Party. While Konig dismisses ideology as a factor motivating
data protection reform, it is apparent that changes to data protection are guided by their party
ideology. Both Brexit and cultural/historical legacy as drivers of reform refer specifically to
national identity, in that Brexit represents an opportunity to ‘create a new UK data rights regime
tailor-made for our needs’ and that the Bill would help to make ‘the UK the most successful
data-driven technology economy in the world’. The approach to data protection reform in
relation to the economy, also focused on the need to be ‘business-friendly’ and reducing the
compliance costs on businesses. In other words, reducing the regulation around data
protection. Therefore, while ideology itself might not be a motivating factor for data protection
reform in the first instance, it does provide an explanation as to how they decided to reform
data protection legislation.

Discussion

Within this research, we firstly set out to consider whether the DPDI (no 2) Bill changes the
prior GDPR regime, particularly in relation to the impact on political parties' use of voter data
and in the campaigning context. And secondly, if we do observe change what is driving this?
Is it simply a component part of the ‘taking back control’ agenda of the Conservative
government post-Brexit, or are there a further set of factors - strategic electoral gain or cultural
norms motivating these changes?

In the first part, our analysis shows that while it is agreed that the DPDI (no 2) Bill represents
changes to the prior GDPR regime, the extent of these changes is debated. Some
organisations suggest that the DPDI does not change the essence of data protection, while
others suggest it changes substantially. What is apparent is that DPDI changes the way
political parties would engage with voters. It would expand the way political parties can use
personal data for political purposes without the need to obtain consent and the processing of
personal data could be carried out to perform activities that support or promote democratic
engagement. We therefore move on to asking what is driving the changes to the data
protection regime? To develop analysis, we used an deductive and inductive approach to
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identify five potential drivers of data protection reform: Brexit, cultural/historical legacy,
economic, strategic and ideology.

In examining the potential drivers behind the DPDI (no 2) Bill, the analysis above demonstrates
that Brexit is the initial driver. Brexit is depicted as the enabler that allows for reform of data
protection in the first place, without which it would not have been possible. While it is worth
taking into the account that the Conservative Party and government may highlight the
opportunities that Brexit offers, in order to emphasise the supposed ‘success’ story Brexit has
been, if the UK had remained a member state, GDPR would have continued to apply. Brexit
is depicted as allowing the UK to ‘lead the global conversation about how we can best use
data’ (HC Deb, 2023g: 68) and that being outside the EU means that it prevents ‘businesses
[...] from being held back by a lack of clarity and cumbersome EU legislation’ (DCMS, 2022b).
While ideology was also discussed as a driver of data protection reform, it was not explicitly
stated as a reason throughout the parliamentary debates, speeches or press releases.
However, while ideology itself might not be a motivating factor for data protection reform in the
first instance, it does provide an explanation as to how they decided to reform data protection.
The Conservative government focused on reducing compliance costs for businesses and on
national identity, by making the UK ‘the most successful data-driven technology economy in
the world’. Part of this was also about ‘taking back control’, which was not only part of the
withdrawal from the EU and therefore EU laws, but also in terms of having less regulation in
general.

We also look at whether there is a strategic element to data protection reform, and while there
is a brief mention that ‘no partisan advancement is designed to be gained from these
measures’, ultimately the Conservative Party, as well as other parties would benefit from these
reforms. Therefore, while the Conservative Party deny that strategic advantage is driving
reform, the question remains why would an exemption be put in place for direct marketing for
democratic engagement, without them getting some benefit from it. This can be demonstrated
by a comment made in the Committee Stage in the House of Lords:

‘Support for a political party’s objectives could be demonstrated, for example, through a person’s
attendance at a party conference or other event, or via a donation made to the party. In these
circumstances, it seems perfectly reasonable for the party to reach out to that person again with direct
marketing material, provided that the individual has not objected to receiving it’ (Col. 439GC).

Therefore, while strategic advantage might not be driving reform of data protection, it seems
circumspect that the Conservative Party would input this in the Bill and expect not to benefit
from it in the long run.

While we have sought to analyse the drivers of data protection reform, it is worth noting that
on the 22nd May 2024 the UK Prime Minister and Conservative leader Rishi Sunak called a
general election for July 4 2024. At the time of this announcement, the DPDI (no 2) Bill was at
the Committee Stage in the House of Lords. With the Prime Minister calling a General Election,
the UK Parliament entered a period of ‘wash-up’ to resolve all uncompleted legislation. This
meant that any legislation that did not complete its passage by the end of the ‘wash-up’ on the
24 May will fall and would need to be reintroduced in the next Parliament. The DPDI Bill was
not completed and therefore was not progressed into law. With the Labour Party winning the
election, the question is where next for data protection?
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Labour have been relatively quiet on data protection reform. However, they did not extensively
oppose the DPDI bill. In their King’s Speech, the Labour government announced the Digital
Information and Smart Data Bill. An initial outline of the Bill suggests it will ‘harness the power
of data for economic growth’, and involve ‘modernising and strengthening the ICO’. However,
there is no explicit mention of GDPR (Prime Minister’s Office, 2024). Therefore, we will have
to wait and see as to what happens to data protection reform.

Conclusion

In this article, we have examined data protection reform in the UK, asking whether the DPDI
(no 2) Bill changes the prior GDPR regime, and if there are changes, what is driving this? Our
analysis has shown that while organisations vary in the extent to which they believe DPDI (no
2) Bill represents significant changes, the Bill would expand the way political parties can use
personal data for political purposes without the need to obtain consent and the processing of
personal data could be carried out to perform activities that support or promote democratic
engagement. The motivation for data protection reform appear to be closely linked to Brexit,
Brexit was frequently described as an enabler of data protection reform and discussed in
relation to the other drivers also analysed in this research. While ideology appears not to be a
clear motivation for data protection reform it does appear to explain how the Conservative
government has gone about changing data protection legislation. Drawing this conclusion, we
argue that Brexit was a key motivation for data protection reform and while the Bill ultimately
failed because a general election was called, data protection reform is still on the cards, but
under a Labour government. However, it is unclear where data protection reform will lead to
next.
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